
Device Usage Forensics 
Monitor and control 
portable device use

When it comes to managing portable storage devices on 
the corporate network, there are fi ve key metrics you need to 
understand at any given time:

1 What devices are being connected to my network
2 How many devices are being allowed versus being blocked
3  What fi les are being accessed on portable storage devices
4  What fi les and devices are being accessed by an individual user
5 How is the security policy being managed

In the main DeviceWall control center, administrators can instantly access a 
summary of all connections by device type. 

The summary shows the total number of connections, how many 
connections were allowed and how many were blocked, and the 
percentage of connections each device accounts for.

Administrators can drill down into users and specifi c device connections 
simply by double-clicking the desired device type. 

1  What devices are being connected to my network?

DeviceWall’s comprehensive reporting capabilities put all this data, and much 
more besides, at your fi ngertips in a choice of tabular or graphical reports.

To see how easy it is to access meaningful management and forensic reports, 
here is how DeviceWall answers these frequently-asked questions:

As well as a tabular report, DeviceWall administrators can benefi t from the 
tool’s intuitive and comprehensive graphical reports engine. 

Here an administrator can build historical and current views, showing all or 
selected device types and separating allowed versus blocked connections. 
A total of nine report types are available, with the ability to sort by date 
and device type. 

Reports can be exported to any popular offi ce application or directly 
printed for senior managers. 

2  How many devices are being blocked, and how many allowed? 
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Just as important as knowing what 
devices are being connected to 
the network is the ability to see 
what individual fi les are being 
accessed on those devices. 

A top-level fi le-type summary 
leads down into highly granular 

data including fi le name, fi le type, 
user, date & time, device type and 
PC used.

These deep-dive forensics make 
it easy for administrators to track 
the fi les entering and leaving 
the network. 

3  What fi les are being accessed on portable devices? 

Want to know exactly what a 
computer user has been accessing? 
No problem.

DeviceWall automatically tracks the 
connection of all recognized device 
types and fi le accesses. A detailed 
summary of each user’s actions is 
available, comprising date & time, 

device class, PC used, authorized 
or blocked, the fi le accessed and 
the process used to access the fi le. 

These reports are invaluable to 
administrators both in managing 
device connections and providing 
forensics in the event of 
questionable conduct.  

4  What devices and fi les are being accessed by individual users? 

Just as it is vital to have complete 
visibility over all user actions, 
in order to record a complete audit 
trail it is also necessary to track all 
administrators actions.

As such, DeviceWall automatically 
records all agent deployments, policy 

updates, temporary privilege 
changes and other administrator 
functions.

Where multiple administrators are 
authorized to use the DeviceWall 
control center, an action report is 
generated for each individual. 

5  How is the security policy being managed? 

Report Group Report Type 

Device Access Summary 
  by device type 
 by user 
 by date 
 by authorized/unauthorized 

File Access Summary 
 By user 
 By fi le type 
 By date 

Security Policy Agent deployments & updates 
 Policy changes by administrators 
 Temporary access rights granted 
 Users/Groups added or deleted

Summary of DeviceWall reporting capabilities
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